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What motivates threat actors targeting higher ed

Financially-motivated crime (FIN) Espionage (APT)
Frequency: Regular Frequency: Regular
Impact: Serious Impact: Moderate to Serious

» Sensitive personal
information What they are after -
* Health data

e Sensitive research
* Intellectual property

» Highly skilled and well-funded
---------------------------- Who they are -« Frequently backed by nation-states
« Establish long-term presence

« Tied to organized crime
» Motivated by financial

gain

 Ransomware, data theft, » Sophisticated techniques
and business email =~ Methods used - such as custom malware or
compromise zero-day exploits
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AI appl icatiOn Usage Top 25 Al Applications, June

to September 2025
Application gum of Sessions
openai-chatgpt 33,978,005
codeium 3,147,828
deepl-base 1,420,408
huggingface-base 1,121,972
bing-ai-base 884,327
ms-office365-copilot 736,562
Comparison of 30-day Usage Data perplexity-ai-base 673427
L. deepseek-chat 306,921
Top 10 Al Applications @ June @ August @ September
otter.ai-base 155418
xal-grok 113,747
openai-chatgpt _ .
cohere.ai-base 88,7186
codeium _ ' ' character-ai-base 77.078
L i : claude-baze 62,145
deepl-base
i tabnine 40,939
huggingface-base i reclaim.ai-base 37.822
bing-ai-base L google-gemini 33,151
: notta-ai-base 27,802
ms-office363-copilot i _ amazon-sagemaker-base 26,206
perplexity-ai-base L . . krisp-base 14,940
adobe-firefly-base 12,616
deepseck-chat t - - voiceflow-base 12,281
otter.ai-base L k : lovable 8,997
ms-copilot-studic 7.754
oM 5M 10M 15M 20M 25M 30M amazon-bedrock-baze 7.251
Sum of Sessions (Millions)
UNIVERSITY OF elevenlabs-base 6,985
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Evolving regulatory landscape

Canadian Program for Cyber Security Certification
(CP-CSQC)

Strengthening Cyber Security and Building Trust in
the Public Sector Act, 2024

Horizon Europe

NIH Controlled-Access Data
FAR Controlled Unclassified Information (CUI) Rule
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https://sharing.nih.gov/accessing-data/NIH-security-best-practices
https://sharing.nih.gov/accessing-data/NIH-security-best-practices
https://sharing.nih.gov/accessing-data/NIH-security-best-practices
https://sharing.nih.gov/accessing-data/NIH-security-best-practices
https://www.federalregister.gov/documents/2025/01/15/2024-30437/federal-acquisition-regulation-controlled-unclassified-information
https://www.federalregister.gov/documents/2025/01/15/2024-30437/federal-acquisition-regulation-controlled-unclassified-information
https://www.canada.ca/en/public-services-procurement/services/industrial-security/security-requirements-contracting/cyber-security-certification-defence-suppliers-canada.html
https://www.canada.ca/en/public-services-procurement/services/industrial-security/security-requirements-contracting/cyber-security-certification-defence-suppliers-canada.html
https://www.canada.ca/en/public-services-procurement/services/industrial-security/security-requirements-contracting/cyber-security-certification-defence-suppliers-canada.html
https://www.canada.ca/en/public-services-procurement/services/industrial-security/security-requirements-contracting/cyber-security-certification-defence-suppliers-canada.html
https://www.canada.ca/en/public-services-procurement/services/industrial-security/security-requirements-contracting/cyber-security-certification-defence-suppliers-canada.html
https://www.ola.org/en/legislative-business/bills/parliament-43/session-1/bill-194
https://www.ola.org/en/legislative-business/bills/parliament-43/session-1/bill-194
https://www.ola.org/en/legislative-business/bills/parliament-43/session-1/bill-194
https://ised-isde.canada.ca/site/ised/en/horizon-europe
https://ised-isde.canada.ca/site/ised/en/horizon-europe

Top of mind items

Windows 10 devices Privacy Impact Assessments (PIA)
Upgrade Windows 10 devices to stay PlAs are required for collection of
secure. Access Office of the CISO personal information. Access additional
guidance. guidance.

Cyber fraud Security vulnerabilities

Cyber fraud is rising. Learn how to Address critical vulnerabilities quickly.

protect yourself and spread the word.
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https://security.utoronto.ca/news/microsoft-windows-10-end-of-life-guidance/
https://security.utoronto.ca/news/microsoft-windows-10-end-of-life-guidance/
https://security.utoronto.ca/news/mandatory-privacy-impact-assessments-coming/
https://security.utoronto.ca/news/mandatory-privacy-impact-assessments-coming/
https://www.campussafety.utoronto.ca/fraud-prevention-hub

What security Initiatives are enabling

Cyber response preparedness Secure accounts

Virtual crisis simulation platform Password manager provides a way
IS helping units practice and test to secure digital credentials, even
their incident response when traveling

Security-aware culture Better threat detection

Endpoint protection, automated
alerts and external threat intel
is improving detection and
response

Security training is available to
over 15,000 staff and faculty
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https://security.utoronto.ca/services/tabletops-as-a-service/
https://security.utoronto.ca/services/password-manager/

What’s next: Creating value

Empowering research

{
2
- — .'

.

*

UNIVERSITY OF

© TORONTO

Enhancing user experience

Enabling rapid adoption of Al




How you can help

« Spread the word: Inform your community members about information security best
practices and resources.

« Become a champion: Support and promote cyber security initiatives.
* Host a speaker: Invite our team to speak to your community members.

« Co-design solutions: Work with us to design new security solutions that work for the
community.

« Connect us: Introduce us to other members of the community.
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https://security.utoronto.ca/
https://security.utoronto.ca/
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Questions?
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Thank youl!
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