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Outline

= Types of fraud and risk

= Detection and mitigation
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Types of fraud and risks

* |ncoming credentials

— Risk of admitting ungualified students; displacing qualified
applicants; harm classroom experience

= Qutgoing credentials
— Reputational risk; harm to other institutions

= Immigration Fraud
— Reputational risk; national interest

= All post-secondary institutions are dealing with the same
Issues
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Incoming Credentials

= Falsified university transcripts
— Most often “from” other Canadian universities

= Falsified or inflated high school credentials
— Private Ontario high schools

* |naccurate information on application

— Harder to detect; sometimes related to previous post-
secondary or citizenship

Fraudulent test scores
— Compromised test sites
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Vimssee/ OFFICIAL TRANSCRIPT

Units/Grade

4.00

Units/Grade

4.00
4.00
3.00
3.00
3.00
17.00

Student ID:
Birthdate:

Send To :

=~ T = = = Academic Program History - - - - -

Program :.Bachelor of Business Administration

2012-09-07 : Active in Program

2012-09-07:  Jeint Major with Economics
= = = - - Beginning of Undergraduate Record - - - - =-
2012 Fall
Course Description Actempted

ECON Principles of Microeconomics 4.00

EASC 10 Gechazards - Earth in Turmoil 4.00

MATH 157 Calculus for the Social Sciences I 3.00

IAT 100 Systs of Media Representation 3.00

HIL XX1 Critical Thinking 3.00
TERM GPA: . 2.884 TERM TOTALS : 17.00
CUM GPA: 2.884 CUM TOTALS: 17.00

2013 Winter

Course Description Attempted

Data and Decisions I 4.00
Principles of Macroeconomics 4.00

ECON. 208 History of Economic Thought 3.00

ENGL 101 troducticn to Fiction 3.00

HIST . 102 Canada since Confederation 3.00
TERM GPA: 2.941 TERM TOTALS : 17.00
CUM GPA:  2.813 CUM TOTALS: 34.00

SECURITY FEATURES IN THIS TRANSCRIPT INCLUDE:
1 « Water
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marked paper stock (dark lines on reverse with a beige colour coating. light lines on face when held upio the fight)
2 = Chemicakreactant stains in paper stock (cannot be replicated in copies and shows evi
3 * Toner-fuse coating on surface of paper (prevents removal of printed characters)

ws evidence of any alteration)

34.00

B
B

Points
12.000
12,000
9.000
9.000
8.010
50.010
99..030

4 « Invisible UV activaled fluorescent fibres in paper stock
Micro printed ine on face (under magnification the line a1 top shoukd read Siman Fraser University)
6 * Heat-activated ink used for university crest on face (crest disappears when photocopied)
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7 Print Date: 2014-12-20
2013 Summer
Course Deseription Attempted Units/Grade
ENGL- 199 Intro to University Writing 3.00 3.00 B
BUEC. 280 Introduction tc Labor Econemics 3:00 3.00 A
ECON 250 -~ Re-industrial Period 3.00 3.00 B+
ECON'- 210 - 'Money and Banking 3.00 3.00 B+
ECON 260 ' Environmental Economics| 3.00 3.00 c+
TERM/ GPA: |£3.198 TERM TOTALS: 15.00 15.00
CUM |GPA: 3.000 CUM TOTALS: 49.00 45.00
2013 Fall
Course Description Attempted Units/Grade
ENGL 201 Medieval Literature 3.00 3.00 B+
HUM . 101 Introduction to the Humanities 3.00 3.00. c+
ECON 278 Economics Practicum I 3.00 3.00 C+
290, Canadian Microeconomic Policy 3.00 3.00- B
PSYC 201 Research Methods inPelitical Science 3.00 3.00 B#
TERM GPA:, 4£.864 TERM TOTALS: 15.00 15.00
CUM GPA: 2.968 CUM TOTALS: 64.00 64.00
2014 Winter
Course Description Attempted ' Units/Grade
POL 201 Natural Deductive Logic 3.00 3.00 A
ECON 279 ' Economics Practicum IT 3.00 B+
ECON 300 Intre to Econcmic Concepts and Issues 3.00 B+
ECON 301 Microecoficmic Theory I 4.00 A
ECON 362 Economics of Natural Resources 4.00 A
TERM GPR:, 4.253 TERM TOTALS: 17.00
CUM, GPA: CUM ; TOTALS : 81.00

Points
8.000
12.000
9,990
9.990
6.990
47.970
147.000

Points
9.890
6.990
6.590
9.000
9.990

42,960
189.96

Points
12.000



Outgoing credentials

* The use of falsified U of T transcripts or diplomas to
gain admission to other universities or for
employment

— May be entirely fraudulent or alteration of actual transcript

= Generally purchased from sophisticated
organizations or diploma mills
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https://www.topdiplomaservice.com/SAMPLES/Fake_CAD_Degrees/2017/0208/1957.html
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Immigration Fraud

= Admission documents — ‘embassy letters’ created to
obtain entry to Canada

* |ndividuals may or may not have been applicants
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Fraudulent Embassy Letter
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May &, 2018
Tao: Canadian Embassy,/Consulate — Immigration Section

From: Deborah Rebinson,
Faculty Registrar & Director of Undergraduate Academic Services

Zhang, Rulji

224 sheppard Ave E
North York ON
Canada MZN3A3

Birthdate: 6,/3/1999
Uof T Apglicant Murmber: 1004299671

The above-named student has been admitted to the Faculty of Arts and Sclence, University of Toronto as a full-time
undergraduate degree student without condition. The programs offered within this division are at the Bachelor
degree level, Program length is normally four years.

Classes begin September 6, 2018, Orientation activities will begin prior to the start of classes, on approximately
September 4. Subject to approval by Governing Councll, it is expected that fees for the 2018-2019 academic year will
be approximately 549 800.00.

This figure includes a compulsory haalth insurance premium estimated at 5700 for single students with no
dependents, The actual premium for 2018-19 will be set in the near future, For more information about the University
Health Insurance Plan {UHIP) visit https:/fwww_student]ife utoronto.ca/cefubip

The fees involce, which provides precise fee information for payment purposes, will be available to the student in
mid-Jukby.

Upper year programs in Commerce, Computer Science, and Bioinformatics & Computational Biclogy are subject to
additional fee increases,

For details and updates, students are advised to check the following website:
http/wwew. provost.utoronto.ca/flink/students, hitm

The University of Torento DL Nurmber is 019332746152 (the number begins with the letter “0").

Sincerely,

OYMTN; 4y

Deborah Robinson
Faculty Registrar & Director of Undergraduate Academic Services




Fraudulent confirmation of enrolment

UNIVERSITY OF

... a QFFICE OF THE REGISTRAR
To Whom bt May Conecern:

Date: Friday, September 15, 2017

Student No.: -

Session: 2017 Fall / 2018 Winter Sessions

This is to certify that the above named undergraduate student is registered full time for
the current academic sessions at the University of Toronto Searborough. The 2017 Fall
and 2018 Winter Sessions run from September 5, 2017 to April 26, 2018 inclusive.

This student is pursuing an Honours Bachelor of Arts Degree. These degrees are
generally completed in four(or Five) years, This can vary depending on the number of
credits completed in cach academic session. Based on the number of credits completed,
this student is considered to be in the third year of study.
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Christine Roussel
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Risk Mitigation — incoming

* Trained, experienced admissions staff and robust
ProcCesses
— Al pattern detection project
— Residency verification via T-Card process

= ARUCC “doc alert”

= Advocacy work with COU on private schools file
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Risk Mitigation — incoming
= Work with testing agencies, e.g., photo confirmation

* |ncreasing prevalence of digital data exchange (e.g.,
OUAC in Ontario, vendors like Naviance and
Parchment in international schools)

= Association of Registrars of Universities and
Colleges of Canada (ARUCC): Groningen Project
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Risk Mitigation — outgoing
* Implementation of secure PDF transcript

= ARUCC Groningen Project
= Degree verification site

= Online verification of other documents
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Risk Mitigation — Immigration Fraud

= |RCC batch verification process

= Working relationship with Canada Border Services

— Substantial numbers of fraudulent documents confirmed
annually

= Online document verification services
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PDF transcript sample

@ 25723347 _eTranscript.pdf - Adobe Acrobat Pro

File Edit View Window Help
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Tools = Comment ;| Share

Q Certified by Parchment, Parchment, certificate issued by GlobalSign CA 5 for AATL.

How to Authenticate This Official PDF Transcript

This official PDF transcript has been transmitted electronically to the recipient, and is intended solely for use
by that recipient. It is not permissible to replicate this document or forward it to any persen or organization
other than the identified recipient. Release of this record or disclosure of its contents to any third party
without written consent of the record owner is prohibited.

This official transcript has been digitally signed and therefore contains special characteristics. This
document will reveal a digital certificate that has been applied to the transcript, and for optimal results, we
recommend that this document is viewed with the latest version of Adobe® Acrobat or Adobe® Reader. This
digital certificate will appear in a pop-up screen or status bar on the document, display a blue ribbon, and
declare that the document was certified by the University of Toronto, with a valid certificate issued by Global-
Sign CA for Adobe®. This document certification can be validated by clicking on the Signature Properties of
the document.

The Blue Ribbon Symbol: The blue ribbon is your assurance that the digital certificate is
valid, the document is authentic, and the contents of the transcript have not been altered.

Invalid: If the transcript does not display a valid certification and signature message, reject this
transcript immediately. An invalid digital certificate display means either the digital signature is not
authentic, or the document has been altered. The digital signature can also be revoked by the
transcript office if there is cause, and digital signatures can expire. A document with an invalid
digital signature display should be rejected.

X =

Author Unknown: Lastly, one other possible message, Author Unknown, can have two
possible meanings: The certificate is a self-signed certificate or has been issued by an unknown or
% untrusted certificate authority and therefore has not been trusted, or the revocation check could not
complete. If you receive this message make sure you are properly connected fo the internet. If you
have a connection and you still cannot validate the digital certificate on-line, reject this document.

The current version of Adobe® Reader is free of charge, and available for mmediate download at
http://www.adobe.com.
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