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Types of fraud and risks
 Incoming credentials

– Risk of admitting unqualified students; displacing qualified 
applicants; harm classroom experience

 Outgoing credentials
– Reputational risk; harm to other institutions

 Immigration Fraud
– Reputational risk; national interest

 All post-secondary institutions are dealing with the same 
issues



Incoming Credentials

 Falsified university transcripts
– Most often “from” other Canadian universities

 Falsified or inflated high school credentials
– Private Ontario high schools

 Inaccurate information on application
– Harder to detect; sometimes related to previous post-

secondary or citizenship
 Fraudulent test scores

– Compromised test sites





Outgoing credentials

 The use of falsified U of T transcripts or diplomas to 
gain admission to other universities or for 
employment
– May be entirely fraudulent or alteration of actual transcript

 Generally purchased from sophisticated 
organizations or diploma mills

https://www.topdiplomaservice.com/SAMPLES/Fake_CAD_Degrees/2017/0208/1957.html




Immigration Fraud

 Admission documents – ‘embassy letters’ created to 
obtain entry to Canada

 Individuals may or may not have been applicants



Fraudulent Embassy Letter



Fraudulent confirmation of enrolment



Risk Mitigation – incoming 

 Trained, experienced admissions staff and robust 
processes
– AI pattern detection project
– Residency verification via T-Card process

 ARUCC “doc alert”

 Advocacy work with COU on private schools file



Risk Mitigation – incoming

 Work with testing agencies, e.g., photo confirmation

 Increasing prevalence of digital data exchange (e.g., 
OUAC in Ontario, vendors like Naviance and 
Parchment in international schools)

 Association of Registrars of Universities and 
Colleges of Canada (ARUCC): Groningen Project



Risk Mitigation – outgoing

 Implementation of secure PDF transcript

 ARUCC Groningen Project

 Degree verification site

 Online verification of other documents



Risk Mitigation – Immigration Fraud

 IRCC batch verification process

 Working relationship with Canada Border Services
– Substantial numbers of fraudulent documents confirmed 

annually

 Online document verification services



PDF transcript sample
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