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IT’S BAD OUT THERE

WE NEED TO HARDEN UP

HERE’S WHAT WE’RE DOING
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UOFT ATTACK SURFACE

TRAFFIC
74260 ALL TIME WI-FI DEVICES PEAK
THOUSANDS OF RECON ATTACKS PER DAY, MILLIONS OF ATTACKS PER WEEK

EMAIL
1.5-3 MILLION EMAILS A DAY
1-2 MILLION FILTERED AS SPAM, 50K-600K VIRUSES FILTERED



NETWORK TOPOGRAPHY



HERE’S WHAT WE’RE DOING



I&ITS INFOSEC OPERATIONS

TRAINING AND AWARENESS CAMPAIGNS

OPERATIONAL/CRITICAL INCIDENT RESPONSE

GROWING THE TEAM



KPMG AUDIT

PERFORMED IN CONCERT WITH U OF T INTERNAL AUDIT

INCLUDED BROAD RANGE OF IT AND IS PROCESSES

FINDINGS BUILT INTO I&ITS ANNUAL GOALS AND OBJECTIVES



NETWORK TOPOGRAPHY



Palo Alto



BONUS SLIDE!!!



THANK YOU!
LUKE BARBER, UTM I&ITS

LUCAS.BARBER@UTORONTO.CA

HTTPS://UOFT.SERVICE-NOW.COM/UTM
(MAKE SURE YOU HOVER TO DISCOVER!!!!)

mailto:Lucas.barber@utoronto.ca
https://uoft.service-now.com/utm


Appendix

 U of T Acceptable Use of Information and Communication Technology
http://www.provost.utoronto.ca/policy/use.htm

 U of T Freedom of Information & Protection of Privacy
http://http://www.fippa.utoronto.ca/

 Access and Privacy Practices
http://www.provost.utoronto.ca/Assets/Provost+Digital+Assets/Provost/Provost+Digital+Assets/Provost/fippa.pdf

 UTM Digital Asset and Information Protection Guidelines
http:// https://www.utm.utoronto.ca/iits/digital-asset-and-information-protection-guidelines

 UTM Service Portal
https://uoft.service-now.com/utm


	UTM Information Security
	Slide Number 2
	It’s bad out there
	Slide Number 4
	Slide Number 5
	UofT Attack Surface
	Network Topography
	Here’s what we’re doing
	I&ITS InfoSec Operations
	KPMG audit
	Network Topography
	Palo Alto
	Bonus slide!!!
	Thank you!
	Appendix

