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UNIVERSITY MATTERS ..occc oo s

Uof T Bound by Freedom of Information,
Protection of Privacy Act

Rafael Eskenon, director of U of T's FIPPA office, says the
unlversity’s existing privacy praciices are sound.

S:orfe: by W, D. Ughlha"

ALTHOL'GH THE UNIERSITY OF TORONTO — LIKE AL
public universities in Ontario — became sulsect to
the Freedom of Information and Pavection of Privacy
Act {TTPPA} June 10, 2006, it shouldnt cause 2 majer
upheaval in the way faoulty and stafl do business.

Legishition similar to FIPPA has been in effect for
some [ime in Brilish Columbia; Alberta and Quebec
and universities within those jurisdictions have found
it has not unduly affected their day-to-day operations.

“U of T has been protecting personat infermation
in its operations for a long time and the universilys
existing privacy practices are quite sound,” satd
Ralzet Eskenazi, director of U of Ts FIFRA oflice. *1
would say the need & this point is for awareness
about FIFPA amang our university community: To a
certain extent, what FIPPA does is formalize the
privacy proieclion and accountabifity policies we
dready have in place.”

To protect individuat privacy, FIPPA requires that
persenal information held by universities, such as
student econds, s be protected. As well, ahe act
gives the public the right to access university records
through a freedom of informaion (FOB request.
This includes the right 10 request access Lo a univer-
sity’s administrative and operational records as well
s requests by individuals wanting access to reonls
conuaining their personal informarion.

Esbenzi soid the freedom of information component
of [TPFA is intended 10 suppon public accountability in
governmend funded institutions. Tt allows the public a

- window into how we conduct oursebves,” he sald.

Mot alt university records are subject to freedom of
information requests. Exceptions inclede meconds
related to labour and employment matters and, on
the academic side, most research records and
teaching materials,

Otherwise, “we should understand that absohurely

any recont that is in the custody or controd of the unt-
versily can be requested as part of an FOI request. And
that should inform the level of professionalism applied
ta the provess of creating and maintaining records,”
Eskenazi said, “Release 5 not automatic; we review
records in detall and consult with the record holder 1o
carcfully consider the consequences of release. We
apply FIPPA and other applicable faw and pelicy to
protect privacy, third-pany rights and university
opertions from inappropriate disclosures.”

FIPPA protects individual privacy while preserving
Ontario universities' abilitfes to collect and use the
personal informarion necessary to accomplish their
work, such as the defivery of academic programs.

“if our activides around collecting personal informa-
tion are necessary for doing our jobs, theres no issue
with THPPA,” Fskenaz said. “The place where FIFEA
steps in is i we are doing anything with persénal infor-
marion that is unnecessary Lo deliver our programs and
has the poteruial to invade personal privacy.”

To manage FIPPA questions or issues, e2ch diviston
within U of T has a feedom-ol-information liaison
officer and a deputy (FOIis} who serve as a point of
contzct for emplopees with questions welated to the
university’s obligations under FIPPA. The university
commmunily Gt also <onact the FIPPA office directly

“IF ALLOWS THE PUBLIC
AWINDOW INTO HOW
WE CONDUCT OQURSELVES.”

Eskenazi said the common sense test is a good
standand for most TIPPA guestions or concerns. For
example, given the legislation’s emphasis on protect-
ing personal privacy;, when instructors are circulating
class lists for attendance they should [imit the
ampunt of personal information required to what is
absolutely necessary Common s¢nse 5 Imponant
since what is necessary will ehange depending on the
contest — what might be appropriate in a small szm-
tnar szuing could be quite dilferent fron: what can be
donie in a Lange classroom seting,

ACCESS STUDENT RECORDS CAREFULLY

HTARQ'S FRAACY LEGISLATION 13
Ospeciﬁc.:.lly designed to give
emplojees 2ceess 0 information
1hey need 1o camy owt their jobs
The univessity's long-standing poli-
cigs genzrally swike a good balince
belween actess 10 sitdens reeords
and giving employees access to the
informarion they need to carry out
their jobs,

Since early June last year, all
public universities in Ontario have
been subject to the Freedom of
Infermation and Proteczion of
Privacy Act (FIPPA). For its part.
U of Ts cumitt Policy on Access to
Studenl Academic Records has
been in plce since 1993, Together,
they govern who has the right
10 access studemis’ academie
informalion.

"W 12ke our msponsibilily te
protect students” privacy rights
very seriowsly and we ahways have,”
said Karel Swift, wniversity ogis-

rar. “FIPPA is another st of Jegal

standards. But in prictice, its not
something enlirely new to us
because  requirerments  within
FiPFA are extremely close to our
existing policies and practices on
accessing  students’  academic
records.”

Ender FIPPA, students have the
night to access their official

student reeords and relsted aca-
demic information. They can of
course review a good portion of
their academic meeonls onfine
(password  protected}  through
U of Ts Repository of Sudem
Information (RO5E system. Tor
other informazton, they may
contact their college or faculy
registrar.

Onz yp2 of informalien 1o
whick students can be denied
aecess is ewters of reference in the
custedy of the universty, wrilen
on their behall for admission,
scholarships or ether academically
related purposes. Such kters are
aypkally submined in confidence
by their awthiors

Faculty and stall should access
studenus’ academic and other per-
sonal information records on a
need-to-know basis — o as is nec-
essary 10 cany out their duties 10
accomplish university functions
This means that instructors do net
nenmally have the right to access &
student’s entire academic record

*Cenainly in terns of staff work-
ina with student records, it pretty
lear — records are private and
they are confidential They have
access up to the point required (o
carry out thefr responsibiliies and
to support the university’s core
business,” Swill said,

As for cutside requests for access
1o student information, whether
Irom miedia, parenis or other
soun:es, the short answer is no —
the university is not peomitted 10
release studemt informatton. Swift
explained 1hat the vast majority of
information held by the university
on its students is regarded as per-
sonal information and therefore
must be protected from a privacy
prrEpedtive.

“Withow a students explicit
consemt we do not release any
information ” Swift said. “That was
our stance with pur existing aca-
demic policy and that is requined
by FEPFA. With FIPPA, any individ-
val enrolled in voiversity whe is 16
or aver has the right 10 decide who
may have scess ta their personal
infermation ™

The one picce of information
about former students the universi-
ty may continyg (o provide under
both  TIPPA  and  existing

FIPPA Tips

Be Only collect per>onal mfommuon as necessary
: 'for program de!n'ery W :

f_'l Only use personal mfor:ml
Cfor Whl(‘h it was collec_te_d.

: ._stafl' ona need 10- know baSlS ;

M Keep personal mformauon for at ieasl a )ear afler_ :
the dale ofns iasl use‘_ : S :

;@ Do )our bast to respect the pn\“acy nghls cf the

Keep personni mfunmuon for shff ﬁcu]t}' 1nd i
‘students In a secure location.where it can be B
- accessed only by those who nced
odo lhelr _[UbS S
il should be used with €aution, especially 7}
: jwhere personal lnformauon is mwlved asitisnot -

a seciite medium. : iR

or thé purposes

tion o facuIly and

‘that mfonnallon_ i

U of T policies is ennfirmation of
the degree, or degrees, earmned by a
studdent.

“This 'will not change This is
public informatien and a core pan
of our business,” Swilt suid. “Plus
you g2 (hink of lots of silustons
where somebody needs to confirm
that a gradate does have his or her
degre”

n Be cantious sbout fom'ardmg persoial mfonm—
tion through e-mail, especially when that persoml s
information belongs to smdents s

‘M Remember that voice mail m.ay be acce;mble by -
‘more than one petson,

‘W Remember to password pmlect L1p[0p>. USB
keys, thkBemes ete. ' °
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Protect Students’ Classroom Privacy

P EOFESSOR TOIIH TEas, vice-
provost (academic), sees no
reed for {zcully to be apprehen-
sive abowt FIPPA requirements for
clagsroom managemenl pracicas.

Existing classcoom  practices
and techniques at the Undversity
of Toronta achieve a high stan-
dard of safepuarding the privacy
ol students® personal informatien,
Hithn said “TIPPA is not about a
sea change in Lhe ways we interact
with studenes. Bur {aculyy shonld
now be cognizant of PIPPA and
thal some practices might nzed to
be reviewed a5 a result, though
mest of our classom practices
are going 1o be fine.”

Whilz FIPPA allows universities
to collect the personal informa-
ifon necessary to deliver their
programs, the act also sets stan-
dards for handling personal infor-
mation. Students” work, their
grades, idemification numbers,
phone numbers and e-mail
addresses are all personal infor-
mation. Under FIPPA, university
employees are responsible for
protecting the individeal’s right 10
privacy when handling siudenis®
persenat information.

Professor  Kennath  Barilex,
directoe of the Office of Teaching
Advancement, suggesls  that
when taking auendance faculty
should use a class list that doesnt

show any unnecessary personal
information. They might simply
requ2st siudents’ narmes o initials
and perhaps the last four digits of
their student numbess,

Best practices when returning
tests, papers and assigaments

“WE DO OWEIT
TO STUDENTS
TO PROTECT
THEIR PRIVACY”

should include a means for
elurning assignments persenally
(for example, in cliss), not leav-
ing them unaitended in a pubfic
place  for gemeral pickup.
Furthermore, assignments should
only be returned to the siudent
who prepared the work; grades,
comments and evzluations should
be written on an inside page
where theyre not immediately
visible to others.

“To the past, svmctimes class-
room practices were done because
it was comveaienl,” Bartlelt said
“With FIPPA, there will be pat-
terns of practice that will have to
be reviewed to ensure compliance
with this legistation.”

E-mails from and to students
that contain personal information
uged by facully te evaloue or
advise students must be relained
for 2 mintmum of pae year, “If a
studenl e-inails a facully member
with any kind of personal infor-
mation, they have 1o be carcful
that e-mail is not forwarded or
shared vanecessarily with other
people without consent of the
student,” said Pamela Gravesiock,
assistant director of the Office of
Teaching Advancement

Gravestock said regardless of
the form a studem’s personal
infornuation rakes, 1he underlying
issue of protecting the individuals
right o privacy is the same.
“We have to be coutions about
1he types of personal information
we digtibutz, We do owe il
students to protect their privacy:”

The university has developed a
FIPPA question and answer sheet
for faculty, now available at
www provost ateronte. ca/Tnglish
/Guidelines.himl. fn additien,
those wanting more informarion
about meeting FIPPA requtire-
ments  within  the academic
environment can contacl 1their
division’s freedom of infonnation
liaison oflicer (ask your manager
to identify himvher), the univessitys
FIPFA office or the provosts
office.

"+ Where pussible, fold, sla
i~ matedals cloged 1o tnsure that grades and comnents are ngt visl- .
+ blets o!hat sludems “hau ma.lmﬂa are riiumtd. A

.Q What practices should I folluw for pos!.i.ug gradﬁ?

FIPPA Means
Filing With Care

OF T EMFLOVEES $HOULD GIVE A BIT OF THOUGHT
Uto hew they go about creating and maimaining
their les and documents, now tha all universiy
records are subject to freedem of information requests.

Ender the terms of the Freedom of Tnformion and
Proteciion of Privecy Ad (FIPPA), the general public
s the right 1o seek access 1o reconds — whether paper
or cectronic — in the custedy of Onlasios public
universizies. This includes all records in the custody of
the yniversity, nol just those created afier June 2006.

“From the perspective of eimployees what this means
is everylhing is a record and we must all manage
records accordingly” said Heather Kelly, diwator of
graduzie student services for the School of Graduaze
Studies and her divisions freedom of information
liaison officer (FOIL). “Employees should create and
manage all reconls knowing its al least possible thay
any single record might fali within a freedom of
informarion request and end up being veleased ™

When Kelly said “evenything is a rmeond” under
FIPPA, take that literally The legislation specifies that
the lerm “record” encompsses e-mail, voice maif, doc-
urngis, lewers, meisos, draft versions of & document,
drawings and graphics as well as any other workplace
materials that record informadon, whether in hard
copy or electronic form.

“We dent tend o think tha eur veice mail s a
record of the notes we take in a meeting but those are
official records. Everything we create on unversiy tme
is a revond subject to FIPPA,” Kelly ssid.

None of this mans university employees should
panic, i smply means they should exertise prudence
when il comes 1o creating and manzging their fles and
records, said Rafzel Eskenazi, director of the universiys
Freedom of Informion and Protzction of Privacy office.

Esbenazi advises that when creating or adding 10
fifes and workplace records, employees should focus

on addressing the operational requirements of the job
2 hand Usually this means excluding personat obser-
vations or spiniens that dont directly advance the task
Employees should ask themselves how the record they
are creeting now would look on the fron: page of a
newspapet — haw it would reflecs on them and on the
university.

“Theres a need in ali institutions for professional
recond keeping and thats the context we are talking
abot with FIPPA Yout want to create the recocds needed
1o do your work, to keep them focused and professional
and to lmit records o thelr operational purposes,”
Eskenazi said.

Rodney Branch, director of information systems with
the School of Graduate Studies, recommends that
employees Bamiliarize themselves with the file manage-
ment and retention policizs in their division, depart-
ment of area. These plans specify the rypes of files that
should be created and maintzined, the length ol
retertion, their general organizalion, content and
permanent localion

For more information, employees can visil

wwwibraryutorento.cafutarms/, which has an entire
secion devoted to record management policies and
practices at U of T.

_:' Student personal infonm

Ench drision has o freedom of Inf jon basen offcer
ke Heather Kelly of the School of Groduate Studes.

Classroom Procedures for
Instructors Under FIPPA

Q \\hal przﬂius slmuld I l'nl]n“ [or hamﬂing asslgnm:nls

submitted physteally? -
s Writé grades and mmmen
’* materials where they can

inside fest
be casily secn by ethers. .0
Aape test books, papers and olher

Q How should 1 collect siudmls vmr.kl o
» Students’ work should be collected with adeu;uah. supeevision :mé

;" security so I['m students canngt su: lhe wontent of cach othus

[ assignments.

"o Ideally, collect amgnmems in cliss lmder supmted condnlcns B

+ 1f this cannet be done, amange for dmp ofl in your depmmemal

- office, TA office or fome place where ‘\Sslgnmenb can be coitecled :
., and held wuuzi} !'or your retrieval. : :

Q How should I return siudenls‘ nxk?

- Assignments shoutd be mumed in dass L!at alt pcmhle and nol .
bz lefi in a public place_ for general. p.ckup ‘Assignmenis should -
on])' be returned 10 the s(udent whe prepared the work and net to .

*:“other individuals, unless writen peomission has been given.

+ Under FIPPA you should mtzin all unclaimed studem work, includ- ©

'ing fina} exams, for ore full Year and Aken arange for it 1o be

Cproperly destroyed. Divisions. shoulﬂ Bave o1 de\zinp pohcnb on :
m_k_ /

lhe confidential dlspasﬁ 1]

# When' posting grades, rcmember that student identiffers, mcludmg
“paimes and Student numbes

coutse is provided Lhrough ROSE -

. Wherz possible, 4t secure electronic medm (such a Blackbeard) :

:50 individuals se¢ only. lhelx own grades

“oUH o ahermative | ealsis; post “resulls tnhard - copy using
- truncated student numbers {eg., iaﬂfnu:dwuwn.‘u})loreducztha;

211!]1{)’ of sludems o idderify ouz anothus gmda

_Q Hou should I talce A endmu:e in class! i :
» Colleet only the iuformauun that you need to un.{} a studtntk :
: bsence of ] smdent is the persona]

;presence. The presence o
S mfonn.ﬂhm of that stude;

'« In all cases, students should be mfunned al the siart oﬂhe course
mc!udmg auendance. will be :

Jhow their, personat mI 'mauo
oollected anid used.

nqulnes <hould be referred 10 the studenls reg-s{rar

Q How can l nos mke sludcnls' att:ndaucc at l'inal exams?

i Wheze written proof §f auendance is necessary, students should :

prowdr_ it in such a way ‘that iheix personat information {including

.+ their presence or ahsence) is nol made known 0 another student. |
A good practize s to use individual atendance camls that are given

.t each student and that ‘ask for the dale. their full name, full

- studdent number, coursenu:nber andsmon mstrucwrsnmeand .
o Meir signature, L :
. bludenxs should dgn theJ: Lndmdual aumd.a&m C-!ICL\ in the

presence ‘of the invigitator as the cards are collected. Signed cards

: for each examinaiion should bé. kept in a secure place for a1 least
‘one year after the date ufihz exam and then dtstroyfd alung Wlli’l :

the X3S, 7

Q llcm shm\ld lhn\c sludents slgn up for group “ork?
s Fmpley practices that do not require students 2o unnecessarily

- reveal personal infornuuan to other students. deally students
should have access to'a ¢
- function for group sign-up.

* Where group work praciices. are esusbhshzn! or nc(esmy parts of
" the curriculum, students shoutd be informed al the start of the :

terns that their personal informztion will be collécied and used o
develop group work schedules. Colleu. on.l)' lhe Lnfa:mmun thal is
nece»ary 10 Imluaxe group v\ork :

: Vlsit \'ﬂvw.ﬁppa uioronlo ca
for more detaited information,

books papers and mher i

“are personal infermation, as are |

- student marks. Posling i5'a’ cﬂu:uzs;, the plliviat ma.rk for 1he

oulti ot b» releaaed 10 em)\]ruz_f
: except in the performance of their academic 2dministeative ©ESpOR- ;
-+ sibilities. B ot felease personal informatton (o anyone else. 1 you ©
. receive an mguiry from someone other than the sudens, all such

e, mnf}demw! eleczmmc pcma|
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